
                
 
 

Cheshire and Merseyside S2C HCP:Tier One S2C Data Sharing Agreement Standards final v1.docx 
Page 1 of 15 

 
 
 
 

Cheshire and Merseyside 
Health and Care Partnership 

 
Data Sharing Agreement - Standards 

(Tier One) 
 
 

  



                
 
 

Cheshire and Merseyside S2C HCP:Tier One S2C Data Sharing Agreement Standards final v1.docx 
Page 2 of 15 

Data Sharing Agreement Tiered Framework 
 
There are three tiers to the Data Sharing Agreement Tiered Framework: 
 
Tier Zero Memorandum of Understanding 
Overarching Memorandum of Understanding which sets out an organisations agreement in 
principle to share information with the partner organisations in a responsible way.  The tiered 
approach provides a governance framework to standardise procedures and processes when 
sharing confidential personal information between partners where there is a lawful basis to 
do so.  The Tier Zero is signed by a Chief Executive (or equivalent) and commits to their 
organisation operating within the agreed framework of data sharing.  Only one Tier Zero 
needs to be signed regardless of the number of Tier One and Tier Two documents beneath 
it.  It is anticipated that CCGs will work with member practises to achieve sign up to this 
MOU. 
 
Tier One Data Sharing Agreement - Standards 
These are the overarching standards which outline the agreed procedures for sharing 
confidential information. The document recognises that not all organisations which are party 
to the agreement will have the same assurance requirements (such as the Data Security and 
Protection Toolkit) and therefore sets the minimum standard of each of the participating 
organisations. The document sets the standards for obtaining, recording, holding, using and 
sharing of information and outlines the supporting legislation, guidelines and documents 
which govern information sharing between partners. The Tier One is signed by the 
designated responsible officer for each partner organisation, for the whole C&M Health and 
Care Partnership.  It is anticipated that CCGs will work with member practises to achieve 
sign up to this Data Sharing Agreement – Standards. 
 
Tier Two Data Sharing Agreement 
The Tier Two provides a template for the safe sharing of personal data. The template will 
show what information should be shared and how, under what circumstances and by whom, 
and should be tailored to individual partnerships/projects.  Each Tier Two Data Sharing 
Agreement will need to be signed off by each participating organisation.  Tier Two Data 
Sharing Agreements could be for all partners at Tier Zero, or a selected cohort of partners 
who are participating in a specific project. Each Tier Two is signed by the Senior Information 
Risk Owner (SIRO) and/or Caldicott Guardian (CG), alternatively the Chief Executive or 
equivalent if there is no SIRO/CG, for each of the partner organisations.  It is anticipated that 
CCGs will work with member practises to achieve sign up to this Data Sharing Agreement. 
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Introduction 
 
Scope 
This Tier One Data Sharing Agreement - Standards is between organisations engaging 
with the Cheshire and Merseyside Health and Care Partnership (as defined within the Tier 
Zero agreement) and associated Programmes. 
 
This document should be viewed as a means of establishing standards to which all partner 
organisations will commit to and be working at (as a minimum standard) in respect of the 
treatment of personal and personally identifiable information.  It lays the foundation for the 
safe and secure sharing of information.  The consistent application of controls and standards 
is also designed to help build trust between different organisations and sectors that need to 
share data in support of collaborative and integrated delivery of care.  All three Tiers and 
related Share2Care documentation have been updated to reflect the requirements of the 
General Data Protection Regulation (GDPR) as implemented by the UK Data Protection Act 
2018 which came into UK Law on 25th May 2018. 
 
This Tier One applies to all information shared whose information is the subject of these data 
sharing arrangements. 
 
Some of the information shared may include patient/client identifying data items (as defined 
in Tier Two). Such information will only be shared for the purposes as defined within Section 
5 of the Data Sharing Agreement (Tier Two). 
 
This Tier One will be adhered to by partner organisations, overseen by the designated 
responsible officer and supplemented by individual local agreements dictated by operational 
need.  Individual local Data Sharing Agreements (Tier Two) will detail agreed specifics of 
data sharing at an operational level. 
 
Sharing agreements negotiated prior to the commencement of the three Tiers and related 
Share2Care documentation are not terminated or otherwise varied by the implementation of 
the Share2Care documentation. 
 
Sharing agreements developed under previous versions of this Data Sharing Agreement - 
Standards should transition to the requirements of this current version as part of their work to 
achieve compliance with the GDPR.  This will include a requirement to conduct a Data 
Protection Impact Assessment (DPIA) and produce an amended workstream specific Tier 2 
Data Sharing Agreement.  There are five work streams: 
 

• Population Health and Research 
• Clinical & Service Transformation 
• Vendor Agnostic Platforms 
• Citizen Engagement 
• Information Governance and Consent 

 
Parties to the agreement 
A full list of partners to this tiered data sharing approach can be found within the 
Memorandum of Understanding (Tier Zero). 
 
This agreement can be further developed to ensure the inclusion of the wider community 
e.g. voluntary services and other appropriate agencies as identified by the partners to this 
agreement.  
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Background 
Share2Care is a collaborative programme between Cheshire and Merseyside Health and 
Care Partnership and the Lancashire and South Cumbria Integrated Care System to deliver 
the electronic sharing of health and care records.  
 
Share2Care will augment, improve, and support the transformational journey.  The 
programme will drive adoption of digital services and make accessibility to real-time shared 
information the ‘norm’.   The programme will seek large-scale collaborative solutions to 
address system-wide challenges, including: 

 
• Making organisational care data “boundary-less”, supporting patient care regardless 

of setting 
 
• Providing patients with seamless access to their care record 
 
• Supporting complex care needs delivered across super-regional / tertiary centres 

 
The sharing of service user information between partner organisations is often necessary to 
ensure service users and their representatives receive the highest quality of care, support 
and protection.  This is achieved by integrated services using integrated care records who 
work efficiently and effectively. 
 
The successful sharing of information is fundamental to ensure co-ordinated and ‘seamless’ 
care for the service user. 
 
The Cheshire and Merseyside Health and Care Partnership has a myriad of data usage 
aims, including to inform population health and social care service delivery to improve 
patient experience and pathways.  
 
As the programme develops, these goals may expand to include the participation from 
independent organisations, service users and carers and representatives. The inclusion of 
the wider community e.g. Education and Housing Services, Police and other appropriate 
agencies, will ensure information usage supports the achievement of organisational strategic 
objectives. 
 
Objectives 
 
Purpose of the Data Sharing Agreement 
To provide a framework for the secure and confidential sharing of information between the 
partner organisations (as listed within the Tier Zero) that contribute to the health and social 
care of an individual ensuring disclosure in line with statutory requirements. This includes: 
 

• To confirm the principles and procedures agreed by all partner organisations 
concerned with the holding, obtaining, recording, using and sharing of information 
about individuals receiving integrated health and social care. 
 

• To recognise that each partner organisation will have their own local policies and 
procedures regarding information security and confidentiality and to make clear that 
this Tier One, or any of the Tier Two documents, is not designed to negate or 
supersede existing local policies but to enhance them by facilitating cross-boundary 
dialogue and agreement. 
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• To define the specific purpose(s) for all organisations who have agreed to share 
information about the health and/or social care provided in order to meet their 
responsibilities to protect, support and care for communities and the individual. 
 

• To define responsibilities of partners in order to implement internal arrangements for 
roles and structures which will support the exchange of information between parties 
to the Agreement. 
 

• To require partner organisations to include references to the Health and Care 
Partnership and Share2Care in their Privacy Notices for service users, for 
transparency and informing data subjects. 
 

• To define how the Tier One will be implemented, monitored and reviewed. 
 
Guidance 
 
Principles of Data Sharing 
Delivery of integrated health and/or social care for individuals often requires direct and/or 
immediate access to data by partner organisations delivering such care.  Information sharing 
is required to ensure effective delivery of that care.  Consequently, all parties to this Tier One 
agreement will: 
 

• Commit to the free availability of information to facilitate sharing for the common 
good based on the legitimacy of purpose, as defined. 
 

• Recognise the requirements that Caldicott imposes on health and social care 
organisations and will ensure that requests for information from these organisations 
are dealt with in a manner compatible with these requirements and on a strict ‘need 
to know’ basis. 
 

• Parties to this Tier One shall give and receive information ‘in confidence’ with all 
relevant staff having awareness of the ‘common law’ duty of confidentiality.  Staff 
representing parties to the Tier One must accept their duty of confidentiality and 
obligation to safeguard the confidentiality and security of personal information. 
Parties to the Tier One should underpin this duty with references to it in contracts of 
employment and/or staff codes of conduct. 
 

• Ensure that all personal information shared under this Tier One meets all statutory 
requirements, particularly the processing conditions for compliance with the General 
Data Protection Regulation (GDPR) and the Data Protection Act 2018, e.g. if it is to 
be shared for a different purpose to that for which it was originally collected, it should 
only be disclosed if one of the following, under the ‘common law’ duty of 
confidentiality, have been met: 
 
o The disclosure is a statutory requirement; 
o The individual (data subject) has given their explicit, freely given, specific, 

informed and unambiguous consent; 
o There is an overriding public interest. 
 

• The sharing of data, and in what format, will be managed through the host 
organisation, and will allow for the various formats of data being shared 
appropriately:  
o Person Identifiable Data (PID) 
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o Pseudonymised Data 
o Anonymised Data 

 
• Where ‘consent’ is the lawful basis to process data, please see below. 

 
Consent for sharing information 
Where ‘consent’ is chosen, the GDPR sets a high standard – it has to be specific, freely 
given, informed and should constitute an unambiguous indication of the patient’s wishes, by 
clear affirmative action to the processing of their data.  Pre-ticked boxes, for example on new 
patient registration forms, would not count as valid consent for data protection purposes, and 
there must be a positive opt-in process in place.  Patients must also be provided with an 
easy way to withdraw their consent. 
 
Given these requirements, rather than relying on explicit consent to process data, health and 
care providers, including their commissioners, are likely to use another appropriate lawful 
basis and special category condition for the processing of personal and special categories of 
data, respectively. The ICO has published specific guidance on the provision for direct care, 
which is outlined below. 
 
Explicit consent under the GDPR is distinct from implied consent for sharing for direct care 
purposes under the common law duty of confidentiality. The GDPR creates a lawful basis for 
processing special category health data when it is for the provision of direct care that does 
not require explicit consent.  Data Controllers must establish both a lawful basis for 
processing and a special category condition for processing. 
The lawful basis for processing health data for direct care is that processing is: 
‘necessary in the exercise of official authority vested in the controller’ - Article 6(1)(e). 
It is also possible to rely on ‘processing is necessary for compliance with a legal obligation to 
which the controller is subject’ (Article 6(1)(c). 
 
The special category condition for processing for direct care is that processing is: 
‘necessary for the purposes of preventative or occupational medicine for the assessment of 
the working capacity of the employee, medical diagnosis, the provision of health or social 
care or treatment or the management of health or social care systems and services...’ - 
Article 9(2)(h). 
 
If service user consent is required for sharing their information, all parties to this Tier One 
agreement will ensure the following are in place: 
 

• Practical arrangements to inform service users of proposed sharing. 
 

• Practical arrangements to seek and record explicit consent at an appropriate time. 
 

• Staff training to assist staff in the recording of explicit consent. 
 

• Dealing with circumstances when the service user is unable to give consent. 
 

• Practical arrangements to record consent granted or withheld for easy future 
reference. 
 

• Partner organisations will be working towards a position where explicit consent is 
sought before sharing information on individuals. 
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• Ensure that where information is disclosed without consent or contrary to the wishes 
of the individual, it is because the information is required by a court order/statute or 
there is an overriding public interest in doing so, and the decision to release 
information is made by a nominated senior health or social care professional.  
 

• The judgement must be made on a case by case basis. It may be appropriate to seek 
additional legal or specialist advice if information is to be disclosed without the 
individuals’ consent and breaches the duty of confidentiality previously owed.  A 
record should be kept as to the reason why a disclosure of personal information was 
made.  Where public interest is the reason, the grounds for doing so should be 
documented. 
 

• Where necessary parties to this Tier One have a responsibility to inform service 
users of the likelihood of information sharing with other partner organisations.  
Service users and their carers should be fully informed of the uses to which 
information about them may be put, including any information sharing.  Where the 
sharing of service user information between organisations is routine, mechanisms 
must be in place to ensure that service users and their careers are explicitly aware of 
such information sharing and the reasons for doing this. 
 

• In requesting release and disclosure of information from members of partner 
organisations, staff in all organisations will respect this responsibility and not seek to 
override the procedures, which each organisation has in place to ensure that 
information is not disclosed illegally or inappropriately, including third party 
disclosures. 
 

• Ensure that if an individual wants information about them withheld from a third party 
(who might otherwise have received it), then the individuals’ wishes are respected 
unless there are exceptional circumstances and / or where an exemption exists that 
prevents disclosure. Every effort should be made to explain to the individual the 
consequences for care and planning, such as through the appropriate Privacy Notice. 
 

• The National Opt-Out provisions will still apply as necessary. This is a service that 
allows patients to opt out of their confidential patient information being used for 
research and planning.  For further details on the National Opt-Out pleased see: 
https://digital.nhs.uk/services/national-data-opt-out 
 

• Ensure that adequate provision exists locally to address complaints relating to any 
disclosures of information and that a complainant is made fully aware of the 
organisational Complaints Policy. 
 

• Ensure that local mechanisms exist to address data quality issues, including:  
 
o The identification of local staff with responsibility for the quality of shared data; 
o The provision within local Data Sharing Agreements (Tier Two) to ensure senders 

of data are compliant with the Principles of GDPR with regard to the accuracy of 
the data and the integrity of the data. 

  

https://digital.nhs.uk/services/national-data-opt-out
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Other Matters 
 
Defining purposes for which information may be shared 
The following list sets out an overall summary for the receipt and disclosure of service user 
information between the partner organisations: 
 

• To support the delivery and co-ordination of health and social care as an integrated 
service and supporting the implementation of an integrated care record. 
 

• Ensuring and improving the quality of health and/or social care and treatment as an 
integrated service. 
 

• Protecting public health. 
 

• Managing and planning services. 
 

• Performance management and audit of system user’s access. 
 

• Research and audit (N.B. research may need to go through appropriate Research 
and Ethics Committee for approval). 
 

• Risk management. 
 

• Supporting national initiatives on multi-agency working and information sharing. 
 

• Protecting people, communities, staff and management. 
 

• Any other purpose or purposes agreed to in consultation by parties to this 
agreement. 
 

• Where there are concerns relating to the welfare of children /young people of child 
protection concerns. 
 

• Where there are concerns relating to the welfare of vulnerable adults. 
 

• Investigating complaints and notified or potential legal claims. 
 
All staff and practitioners must protect confidential information concerning patients and 
clients obtained in the course of professional practice.  All staff groups are directed to follow 
their own organisational procedures. 
 
Joint Procedures 
Each partner to the Tier One will adhere to all joint policies and procedures formally agreed 
and authorised by them. 
 
Each participating organisation will be legally responsible for ownership of the information 
within their own organisation and will implement their own security and confidentiality 
procedures which will ensure compliance with this overarching agreement. 
 
Information sharing at an operational level will be the subject of respective local Data 
Sharing Agreements (Tier Two), as required.  Operational staff instrumental in any 
information sharing will contribute to the content of any local agreements. 
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Each partner to the Tier One will adhere to each other’s internal policies and procedures 
covering information sharing, disclosure, access and security, as defined in the individual 
local agreements. 
 
Joint Data Controllers 
This is where two or more controllers jointly determine the purposes and means of 
processing, they shall be joint controllers (see GDPR Article 26). 
 
For S2C HCP this is the responsibilities of partner organisations when they are acting as 
joint data controllers in delivering health and care utilising the information available from the 
shared records from each participating organisation. 
 
The partner organisations will comply with their data protection and other legal obligations in 
relation to the processing of personal data with the Share2Care HCP provisions. 
 
GDPR also requires that joint controllers determine their respective responsibilities for 
compliance “...in a transparent manner...by means of an arrangement between them...” The 
Share2Care HCP Data Sharing Agreement meets this requirement of determining respective 
responsibilities for compliance. 
 
The GDPR further requires that the arrangement “...shall duly reflect the respective roles and 
relationships of the joint controllers vis-à-vis the data subjects. The essence of the 
arrangement shall be made available to the data subject.”  
 
Collectively Signatories are responsible for: 
 

• reviewing and monitoring the effectiveness of the arrangement and amending when 
required; 

• administering membership of, and compliance with, the agreement; 
• fostering a culture of data sharing among Signatories; 
• supporting the development of Data Sharing and Processing Agreements; and 
• sharing and promoting best practice. 

 
In addition, individually each Signatory shall accept responsibility for independently or jointly 
auditing its own compliance with the Data Sharing Agreement to which it is a Signatory on a 
regular basis (at least annually) and provide assurance of compliance to the Share2Care 
HCP Board. 
 
Access and Security Procedures 
Partners to the Tier Zero will ensure that personal information is transferred and shared in a 
secure manner.  Any electronic transfer or other risk media are the subject of local Data 
Sharing Agreements (Tier Two), and organisational Safe Haven Policy and procedures. 
 
Staff either representing the partners or who will facilitate this Tier One or related local Data 
Sharing Agreements (Tier Two) shall be identified by name. Those responsible for 
information sharing at an operational level shall also be named as part of any individual local 
agreements. Furthermore, it is the responsibility of the partner organisations to ensure that 
such information is always kept up to date. 
 
Staff representing the partners to the Tier Zero should only have access to personal 
information on a ‘need to know’ basis in order to perform their duties in connection with one 
or more of the defined purposes.  Information must be used for the purpose for which it was 
obtained and only if it is appropriate and necessary to do so. 
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Partners will take all reasonable care to both safeguard and protect the physical security of 
information technology and the data contained within it.  They will ensure that mechanisms 
are in place to address the issues of physical security, security awareness and training, 
security management, systems development and system specific security policies.  
Evidence must be in the form of a local Strategy and/or an Information Security Policy. 
 
S2C Documents 
Formal adoption will follow the signing of the Tier Zero by a responsible person for each of 
the respective organisations. 
 
The Tier One will be freely available to any representative of any organisation that shares 
personally identifiable information with the partner organisations.  Copies of the Tier Zero, 
Tier One and Tier Two will be lodged with the Cheshire and Merseyside STP Share2Care 
Programme Office. 
 
The Tier Zero must be supplemented by individual local Tier Two agreements pertinent to 
any specific information sharing arrangements.  It is recommended that all these 
agreements/tiers be displayed on the organisation’s website for the information of staff and 
public alike.  Also for public scrutiny to supplement information already provided to the 
general public on matters of information sharing. 
 
Monitor and Review 
The Memorandum of Understanding (Tier Zero) will be subject to regular formal review by 
representatives of the partners to this agreement through the HCP S2C Information 
Governance Strategy Review Group, following changes to law, ethics and policy in relation 
to the security and confidentiality of information or as a minimum on a bi-annual basis.  
These reviews will and must be documented within the group’s minutes. 
 
The use and effectiveness of the Tier One will be evaluated as follows: 
 

• Breaches of GDPR and/or DPA which further result in breaches of the agreement 
may be logged and reported by any partner organisation (Data Controller and/or Data 
Processor), including complaints as a result of information sharing. 
 

• Breaches of any supplementary individual local agreements (Tier Two) may be 
logged and reported by any partner organisation, including complaints as a result of 
information sharing. 

• Any general difficulties encountered in applying the Tier One may be logged and 
reported by any partner organisation. 
 

• Any such reported breaches/difficulties will form part of the evaluation process, e.g.: 
o Refusal to share information 
o Conditions being placed on disclosure 
o Delays in responding to requests 
o No legitimate reason for sharing 
o Poor quality data 
o Disregard for the Memorandum of Understanding (Tier Zero) 
o Use of shared information for ‘further’ purpose(s) incompatible with those agreed 
o Non-compliant security arrangements 
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Complaints 
Responsible officers of the signatory organisations will be notified of any complaint arising 
from the disclosure of any information in accordance with the Memorandum of 
Understanding (Tier Zero). 
 
All partner organisations will assist each other as necessary in responding to any 
complaints.  The organisation in receipt of the complaint shall use its Complaints Policy and 
procedure in investigating the complaint. 
 
Contractual Agreement 
The parties who are involved in this agreement are listed on Tier Zero and are based on 
current organisations which may share information, but the list shall not be exclusive to 
enable further identified parties to join the partnership when the occasion arises. 
 
The parties to the Agreement accept that the procedures within it will provide a secure 
framework for safeguarding the processing of information and information sharing in a 
manner compliant with their statutory and professional responsibilities. 
 
Key Legislation and Guidance 
The following legislation and guidance is provided to support and facilitate information 
sharing between agreed partner organisations, and is not to be used a barrier. 
 
General Data Protection Regulation (GDPR) 
The EU GDPR (General Data Protection Regulation) is a pan-European data protection law, 
which superseded the EU’s 1995 Data Protection Directive 5th May 2018. 
 
The EU GDPR extends the data rights of individuals (data subjects) and places a range of 
new obligations on organisations that process EU residents’ personal data. 
 
The UK DPA (Data Protection Act) 2018 modifies the EU GDPR by filling in the sections of 
the Regulation that were left to individual member states to interpret and implement.  It also 
applies a “broadly equivalent regime” – known as “the applied GDPR” – to certain types of 
processing that are outside the EU GDPR’s scope, including processing by public 
authorities, and sets out data processing regimes for law enforcement processing and 
intelligence processes. 
 
The EU GDPR and DPA 2018 should therefore be read together. 
 
UK Data Protection Act (DPA) 2018 
The UK Data Protection Act (DPA) 2018 is a comprehensive, modern data protection law for 
the UK, which came into force on 25th May 2018 – the same day as the EU GDPR (General 
Data Protection Regulation).  The DPA 2018 enacts the GDPR into UK law. 
 
The following principles must be applied to all processing of personal data: 

1. Personal data shall be processed lawfully, fairly and in a transparent 
manner (lawfulness, fairness and transparency). 

2. Personal shall be obtained for only one or more specified and lawful purposes and 
not further processed in a manner that is incompatible with those purposes (purpose 
limitation) 

3. Personal data shall be adequate, relevant and limited to what is necessary in 
relation to the purposes for which they are processed (data minimisation). 

4. Personal data shall be accurate and where necessary, kept up to date (accuracy). 
5. Personal data shall not be kept longer than is necessary (storage limitation). 

https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation
https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation
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6. Personal data shall be processed in a manner that ensures appropriate security 
of personal data, using appropriate technical or organisational measures 
(integrity and confidentiality). 

 
In addition: 

• Personal data shall be processed in accordance with the rights of data 
subjects. 

 
Personal data shall not be transferred to countries outside of the European Economic Area 
unless those countries ensure an adequate level of protection for that data. 
 
The Crime and Disorder Act 1998 
Introduced measures to reduce crime and disorder by introducing local crime partnerships.  
These were based around local authority boundaries to ‘formulate and implement’ strategies 
for reducing crime and disorder in the local area.  The Act facilitates information sharing by 
providing agencies with the power to lawfully disclose information for the purposes of the 
Act.  It does not, however, impose a requirement to exchange information. 
 
The Human Rights Act 1998 
States (in Article 8.1) that ‘everyone has the right to respect for his private and family life, his 
home and his correspondence’. Agencies entering into information sharing must be aware of 
the implications of the rights granted to individuals by this legislation. 
 
Common Law Duty of Confidence 
When considering personal information that has been provided ’in confidence’, then all staff 
of any organisation with access to such information are subject to a Common Law Duty of 
Confidentiality.  This duty is recognition, in law, of the need to ensure that the information 
remains confidential.  All health information so provided, within any of the partner 
organisations, imposes such a duty on staff who have access to the information. 
 
To meet the ‘common law’ duty of confidentiality one of the following must be met: 

o The disclosure is a statutory requirement; 
o The individual (data subject) has given their explicit, freely given, specific, 

informed and unambiguous consent; 
o There is an overriding public interest. 

 
Section 60 of the Health and Social Care Act 2001 
This Act allows the processing of patient identifiable information, without consent, for certain 
limited purposes when agreed by the Secretary of State for Health, where there are real 
barriers to seeking or obtaining consent. 
 
The Freedom of Information Act 2000 
This Act gives a general right of access to all types of recorded information held by Public 
Authorities.  It gives the public the right to be told whether the information exists and; the 
right to receive that information.  Organisations entering into information sharing 
arrangements must be aware of the rights granted to individuals under the Act and ensure 
that personal data, where covered by exemptions defined in the act are not disclosed. 
 
The Children Act 1989 
Places specific duties on agencies to co-operate in the interests of vulnerable children.  
These duties are also highlighted in the Children Act (2004).  The Children Act 1989 places 
a statutory duty on Health Professionals to help Children’s Social Care with their enquiries 
so long as it is compatible with their own statutory duties or other duties and obligations. 
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Section 17 of the Children Act places a duty on staff to safeguard and promote the welfare of 
children who are in need. 
 
Section 47 of the Children Act places a duty on staff to help a local authority with its 
enquiries in cases where there is reasonable cause to suspect that a child is suffering or 
likely to suffer, significant harm. 
 
Confidentiality: NHS Code of Practice 
This code was Published by the Department of Health in November 2003, and endorsed by 
the Information Commissioner, General Medical Council (GMC), British Medical Association 
(BMA) and Medical Research Council, gives the following guidelines in relation to the 
sharing of confidential information: 
 
Confidential Patient information generally should not be passed to non-NHS and non-Social 
Care bodies, although there are exceptions where it can be.  This includes: 

• where the patient consents under common law 
• disclosure can be made in order to prevent and support detection, investigation and 

punishment of serious crime and/or to prevent abuse or serious harm to others. 
 
Decisions must be made on an individual case basis and be based on whether the public 
good that would be achieved by the disclosure outweighs the obligation of confidentiality to 
the individual patient concerned and the broader public interest regarding confidentiality. 
 
The Code of Practice gives the following definitions: 

Serious Crime and National Security 
The definition of serious crime is not entirely clear.  Murder, manslaughter, rape, treason, 
kidnapping, child abuse or other cases whether individuals have suffered serious harm may 
all warrant breaching confidentiality.  Serious harm to the security of the state or to public 
order and crimes that involve substantial gain or loss would also generally fall within the 
category.  In contrast, theft, fraud or damage to property where loss or damage is less 
substantial would generally not warrant breach of confidence. 
 
Risk of Harm 
Disclosures to prevent serious harm or abuse also warrant breach of confidence.  The risk of 
child abuse or neglect, assault, a traffic accident or the spread of an infectious disease are 
perhaps the most common staff may face.  However, consideration of harm should also form 
decisions about disclosure in relation to crime.  Serious fraud or theft involving NHS 
resources would be likely to harm individuals waiting for treatment.  A comparatively minor 
prescription fraud may actually be linked to serious harm if prescriptions for controlled drugs 
are being forged.  It is also important to consider the impact of harm or neglect from the point 
of view of the victim(s) and to take account of psychological as well as physical damage. 
 
Caldicott Principles 
NHS and Social Care organisations that are parties to this General Agreement must 
recognise the requirements and be committed to the principal recommendations of the 
Caldicott Committee Report.  These recommendations, first published in December 1997, 
included the requirement to develop local ‘inter-agency’ Information Sharing Agreements. 
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Caldicott Principles in summary: 
1. Justify the purpose – i.e. there has to be a legitimate reason for the transfer of the 

data. 
2. Don’t use patient information unless it is absolutely necessary. 
3. Use the minimum necessary patient information. 
4. Access to patient information should be on a strict need to know basis. 
5. Everyone with access to patient information should be aware of their 

responsibilities. 
6. Understand and comply with the law. 
7. The duty to share information can be as important as the duty to protect patient 

confidentiality. 
 
Data Security and Protection Toolkit 
Health and Social Care organisations are required to adopt the Data Security and Protection, 
which is a knowledge base and assessment framework.  The toolkit brings together in one 
place information and activities to support the provision of high quality care.  It promotes the 
effective and appropriate use of information with an increased importance of data sharing 
and partnerships. 
 
The Laming Report 2003 
Every Child Matters (2003) highlights the importance of safeguarding all children by effective 
communication highlighting the areas of: 
 

• Multi-agency partnerships and information sharing. 
• A common assessment framework. 
• Accountability. 

 
Detailed guidance regarding information sharing for the purposes of safeguarding and 
promoting the welfare of children is available in ‘What to do if you’re worried a child is being 
abused’ (DOH 2003). 
 
The Thomas-Walport Report 2008 
The report outlines our personal information is important to all of us.  We want to be able to 
shop online and have goods delivered to our door or workplace.  We want responsive, 
accessible and individualised public services.  And we want crime tackled quickly and 
effectively. 
 
At the same time, we want to know that our information is safe, secure and protected from 
misuse.  Exactly how is our information being used?  How can we be sure it is being used 
lawfully?  Who holds our information and to what end?  And what impact is the sharing of 
personal information having on our private lives? 
 
Sir Gus O’Donnell’s Report 2008 
Cabinet Secretary Sir Gus O'Donnell published a review of information security in 
government, putting in place a new framework for the future to improve the rules, culture, 
accountability and scrutiny of data handling. 
 
 

  

http://www.cabinetoffice.gov.uk/reports/data_handling.aspx
http://www.cabinetoffice.gov.uk/reports/data_handling.aspx
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Cheshire and Merseyside 
Health and Care Partnership 

 
Data Sharing Agreement - Standards (Tier One) 

 
Signatory Sheet 

 
Each party to this Data Sharing Agreement - Standards (Tier One) is required to sign below. 
 
The following authorised signatory agrees to the terms set out in this Data Sharing 
Agreement - Standards (Tier One): 
 
 

 
Signature: 
 

 

 
Date: 
 

 

 
Your name: 
 

 

 
Your Job Title / Role: 
  

 

 
Name of Organisation: 
 

 

 
Please return to: 
 
Joanna Gilmore 
Share2Care PMO 
Share.2Care@nhs.net 
 
 
 

mailto:Share.2Care@nhs.net

	Serious Crime and National Security
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